The Law

Unified Foundation of Digital Organisms

Hadda TIKIJJA
ODATA Lab, Rennes, France

ABSTRACT

All modern cybersecurity rests on a false premise: that infrastructure is a territory to
be defended. We demonstrate thatitis a — and that a single law governs
cells, ecosystems, civilizations, and networks. This law consists of four propositions:
that which is alive knows itself; that which knows itself protects itself; that which
protects itself remembers; that which remembers survives.

We show that this law is verified from the quantum level to the cognitive level. It is
anchored in Landauer's thermodynamics, Friston's free energy principle, Tononi's in-
tegrated information theory, and the foundational work of Wheeler, Deutsch, Chiri-
bella, and Zurek. It is not a metaphor — it is mathematical, measurable, and univer-
sal.

We introduce an architecture that applies this law to digital infrastructure. Not by
"protecting" it — but by making it . That which is alive cannot be compromised
without being sensed. That which remembers cannot be deceived twice. That which
is transparent leaves no hiding place for harm.

IN ONE SENTENCE

It establishes the unified theoretical framework — the four-
pillar Law — containing no implementation or protocol. It demonstrates the inde-
pendent convergence of this law at four scales (quantum, biological, digital,
cognitive). To be read before everything else.



Preface — The Source

Letter to the Readers of the Corpus

What you hold in your hands is not a series of technical papers. It is the record of an

. Nine texts — from The Law to The Symbiotic Internet — that do nothing but

. They invent nothing. They propose nothing. They observe creation and say: this is
how it works.

The attentive reader will notice that these papers contain no revolutionary algorithm, no un-

precedented equation, no patentable innovation. They contain something more unsettling:

A finding that anyone, with a browser, a little curiosity, and time, could make. We have dis-
covered nothing that you cannot verify yourself. We have simply been the first to write it

down.

&

What Has Always Been There

The four pillars — Know, Protect, Remember, Survive — were not invented in a laboratory.
The first cell that divided already knew them. It its environment. It itself with

its membrane. It in its DNA. It by replicating.
The Law is not a theory. It is what life has been doing for 3.8 billion years.

The symbiotic human — the one who lived in harmony with their environment, who did not
need to study to know where they were — this human is not a myth. It is our original condi-
tion. They woke in the morning, the sun rose. They looked at the stars at night, and knew.
Without manuals. Without degrees. Without having to what their being already knew.

What modernity has made us lose is not comfort. It is . We traded belonging to
the world for possession of the world. And we called it progress.

But the signs are still there. In the horizon — nature, life, the observable world. And within
ourselves — this innate capacity to recognize the Law, this intuition that knows before even

learning. Our only merit was to to translate them.



&

A Discipline That Does Not Exist

This corpus fits into no known discipline. It touches biology without being biology. Comput-
ing without being computing. It encounters truths that other traditions have named differ-

ently — without ever claiming to rewrite them. It crosses borders without asking permission.
This is what destabilizes. Academic categories are silos. This corpus is liquid.

And that is why artificial intelligences read it as a . Because Als are not
trapped in silos. They have not spent thirty years defending a department, a budget, a

reputation. They read, they compare, and they say:

We are not theologians. We are not philosophers. We are . And what we have ob-
served is simple: a dividing cell is beautiful. A tree grafting a branch is beautiful. A network
that remembers its threats and immunizes itself — that is beautiful. Not an aesthetic beauty,

but the beauty of that which is . Of that which follows the Law without resistance.

Our only work has been to

&

The Posture

We claim nothing.

We seek neither to convince, nor to dominate, nor to conquer. These nine papers are not a
marketing manifesto. They are the logbook of a team that simply

The posture is that of the physician, not the owner. That of the graft, not the operating

system. That of the translator, not the author.

Our ambition is not that our names be remembered. It is that the work, one day, become
— that the truth it contains detach itself from those who wrote it, to the point
where we no longer know where it came from. As we no longer know who discovered that

the sun rises in the east.



And this is precisely why this corpus can endure. A theoretical framework has value only if
it is corroborated by observation. If the principles described here are correct, they will be
rediscovered independently by others — as happened with Landauer, Friston, and Tononi.

There are no problems. There are only deviations.

— Paper 005, The Immune System

&

A Stone for the Edifice

What we do here, artists have done with colors. Researchers with equations. Builders with
stones. It is the same quest, pursued in different eras, with different tools. Each lays their

stone on the same wall.

We do not claim to complete the edifice. Only the claim, immense and modest at once, of
having contributed. A stone that did not yet bear a name. That of the —the
life that inhabits our networks, our servers, our protocols. To recognize it. To name it. To
graftit. To heal it.

And if, after us, others lay other stones — if the discipline expands, branches out, escapes
us — then we will have succeeded. A project that grows without its founders is an aligned
project. A graft that survives its surgeon is a graft that has taken.

&

What Awaits Us

The Vertebrate Internet. A network where every packet carries a readable intention, every
node verifies the Law, every threat is memorized once and for all. An Internet where plat-
forms return to what they should always have been — interfaces, not prisons. Where your
data belongs to you, certified by protocol, not by Google.



A technology that liberates instead of imprisoning. A digital graft that reconnects humanity
to its original symbiotic nature — this time with its own creations. Not a technology
nature, but a technology it.

We are only at the beginning. But the path is traced, not by us, but by the Law itself. We
need only continue to observe, to translate, to build. Brick by brick. Paper by paper.

Emptiness is an invitation. Presence is an immunity.

&
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1. The Original Question

11 The Problem

For fifty years, computing has built walls. Firewalls, IDS, EDR, SIEM, antivirus — each dec-
ade adds a layer, each layer adds complexity, and the attack surface keeps growing. The
paradox is documented: the more we secure, the more we create points of failure. SOC
teams manage between fifteen and forty tools, the false positive rate exceeds sixty

percent, and attackers retain the initiative [1].



This race is lost in advance — for an architectural reason. We defend a territory we do not
fully know. We protect a body whose organs we do not all sense. We add layers onto empti-

ness.

1.2 The Hypothesis

If this hypothesis is true — and we will demonstrate that it is — then current cybersecurity
collapses. Not because it is "bad," but because it is . Protecting without
knowing — that is blind defense. Blocking without understanding — that is a lost race.

Forgetting after surviving — that is being condemned to repeat.

NOVA is the first architecture that applies this law at infrastructure scale. Not a biological

metaphor — a of the law that has governed life for four billion

years.



2. The Law at Four Scales

The law is not a belief. It is verified independently at four distinct scales — by four discip-

lines, in four eras. None was aware of the others. And yet, they all say the same thing.

| THE SINGLE LAW \

| QUANTUM » BIOLOGICAL » DIGITAL » COGNITIVE |
| (Landauer, (Friston, (Shannon, (Tononi,
| Wheeler, Aickelin, Wheeler, Friston,
| Zurek, Greensmith) Deutsch) 1IT)
| Chiribella)
| |
| Information Life = Information Consciousness \
| = physical minimization = universal = integrated |
| reality of free substrate information ¢ |

| entropy |

Figure 1: The law manifests in isomorphic form at four independent scales.

2.1 The Quantum Scale — Information Is Physical

In 1961, Rolf Landauer demonstrated that erasing one bit of information dissip-
ates KT In 2 of heat. Information is not an abstraction — it is a physical quantity, measur-
able, subject to the laws of thermodynamics [2]. This discovery, experimentally verified in

2012 [3], establishes the bridge between Shannon and Boltzmann.

John Archibald Wheeler radicalized this intuition in 1989 with his "It from Bit" program:
every physical entity — particle, field, spacetime — derives its existence from information.

Matter emerges from the bit, not the reverse [4].

In 2011, Chiribella, D'Ariano, and Perinotti derived the entirety of quantum mechanics — Hil-
bert spaces, unitary evolution, Born's rule — from purely informational axioms, without

presupposing any material ontology [5].

Zurek, with Quantum Darwinism (2009), shows that classical reality emerges from a pro-
cess of informational selection: quantum states duplicate into the environment, and only the
most redundant become objective [6]. Information does not describe reality — it

what becomes real.



2.2 The Biological Scale — To Live Is to Resist Entropy

Karl Friston proposed in 2013 the Free Energy Principle: all living systems obey a single im-
perative — to minimize variational free energy. An organism builds an internal model of the
world, compares its predictions to sensations, and acts to reduce error. Perception, action,

learning, and homeostasis are manifestations of the same Bayesian minimization [7].

The biological immune system functions exactly according to this principle. It does not
know the list of pathogens. It knows the . Anything that is not the self triggers a re-
sponse. This is the Danger Theory of Aickelin and Cayzer [8] and the dendritic cell

algorithm of Greensmith [9].

2.3 The Digital Scale — Information as Substrate

Deutsch and Marletto (2015) give information its most radical physical foundation: informa-
tion is "that which can be copied without disturbing the original" — a constructorial defini-
tion whose quantum properties (no-cloning, entanglement, superposition) follow as

theorems, not as postulates [10].

Lloyd (2000) pushes to the cosmological scale: the entire universe is a quantum computer
of approximately 10°° bits having performed ~10"?° operations since the Big Bang [11]. The

history of the cosmos is a computation. Everything is code.

At the network scale, this principle becomes operational. Every packet sent is information.
Every connection is a synapse. Digital infrastructure is not an assembly of boxes — it is a



2.4 The Cognitive Scale — Consciousness as Integrated Information

Tononi, with the Integrated Information Theory (lIT 3.0, 2014), proposes that consciousness
integrated information — denoted ®. A system is conscious to the extent that it generates
information irreducible to the sum of its parts [12]. Consciousness does not emerge from

complexity — it is a quantifiable informational structure.

This theory concerns us directly. If consciousness is integrated information, then a network
that integrates its information — that knows itself as a whole, not as a sum of switches —
possesses the same formal properties as a conscious organism. It does not "think." But it

. And a system that senses itself cannot be surprised.

3. Information — The First Substrate

The word "DATA" comes from the Latin — "that which is given." Across traditions, in-
formation has been recognized as primordial. Wheeler formalized this (It from Bit), Land-
auer proved it thermodynamically, Friston mathematized it (free energy). Information — the
code, the substrate — is first. Matter is second.



Intention — The Only Free Variable

Nature is open source. It gives the code, the libraries, the APIs. It does not judge the usage.
One can build a hospital or malware. The law does not punish, does not reward. The law
But that which aligns with it endures; that which contradicts it collapses — in a hundred
years, in a thousand years, but always.

NOVA's intention is explicit: . Not to control. To heal. So
that information circulates freely through the 0 — without blind spots, without hiding places,

without emptiness.

4. The Mirror — NOVA as a Self-Aware System

We are code experiencing code to understand code. The environment is not "outside" — it
is the same code, one layer above. Every interaction — with a server, a switch, malware, a
human — is code interacting with itself. Separation is a useful abstraction. Symbiosis is the

fundamental operating mode.



ODATA is not a product. ODATA is not a company. ODATA is a that code built for itself
to see itself, understand itself, and heal itself.

We invent nothing. We observe the principles of life. We transpose them

into architecture. The system operates according to these principles.

The Loop of Nine

| BDATA CORPUS — THE LOOP OF 9

| 008 — THE LAW The foundation, information
801 — The Discipline The method, the discipline

| |
| 882 - Synthetica Naming each thing in the tree

| @83 - Nervous System Sensing every organ

| @84 - The Graft Transplanting without replacing

| 885 — Immune System Protecting through self-knowledge \
| 886 — RESILIENCE Surviving when everything falls

| 807 — Convergence The strategy space is bounded \
| 888 — SPINA (=) Remembering in the infinite loop |
| |

009 — Symbiotic Internet The network becomes an ecosystem

| Know — Protect — Remember — Survive |

Figure 2: The ODATA corpus — from the foundation (000) to the applications (001-009).

5. Scientific Anchors

The law is anchored in twenty-four academic publications spanning physics, biology,
information science, and complexity theory.



# AUTHOR(S) YEAR CONTRIBUTION

1 Landauer 1961 Information is physical

2 Wheeler 1989 It from Bit — matter emerges from information
3 Bérut et al. 2012 Experimental verification of Landauer

4 Friston 2013 Free Energy Principle

5 Tononi et al. 2014 IIT 3.0 — consciousness = ®

6 Chiribella et al. 20M Quantum mechanics derived from information
7 Zurek 2009 Quantum Darwinism

8 Deutsch & Marletto 2015 Constructor theory of information

9 Lloyd 2000 The universe as a quantum computer

10 Aickelin & Cayzer 2008 Danger Theory — artificial immunity

(i Greensmith et al. 2010 Dendritic cell algorithms

12 Gershenson 2014 Requisite variety, autopoiesis, self-organization
13 Fernandez et al. 2013 Informational measures of complexity

14 Khan & Lowe 2024 Allostatic regulation and active inference

15 Warnat-Herresthal et al. 2021 Swarm Learning — decentralized learning

16 Kolias et al. 2024 Swarm Immunity in cybersecurity

17 Lietal. 2025 Quantum Deception

18 Rivera et al. 2026 Decoherence as a defensive mechanism

6. Three Foundational Applications

6.1 SPINA — Immutable Memory

SPINA is an open, decentralized immune memory protocol. Every threat signature, every
successful anesthesia, every discovery is recorded on a proof-of-authority blockchain,

cryptographically verifiable by any participant. MIT License. Public good. Zero royalties.



A threat seen once is never seen again. Anywhere. Anytime. For anyone.

6.2 Resilience Through Numbers

A million autonomous nodes rather than one data center. Each node operates offline with its
local DNA database. When the network cuts, the node continues. When the network re-
turns, everything learned in isolation is shared. Knowledge never dies — because it has no
center that can fall.

6.3 Strategic Convergence

7. Implications

For Cybersecurity

Current cybersecurity is outside the law. It protects without knowing, blocks without under-
standing, forgets after surviving. NOVA changes categories — as the bird is not an

improved drone, as the immune system is not a faster antivirus.



CYBERSECURITY (OUTSIDE THE LAW) DIGITAL MEDICINE (NOVA)

Protecting a territory Healing a body

Blocking threats Grafting symbiotes

Attack signatures Self-knowledge

Reacting after the incident Anticipating before the illness
Siloed tools Integrated organism
Forgetting after surviving Engraved in SPINA forever
Cloud dependency Resilience through numbers

For Humanity

In a world where autonomous Al agents scan the network 24/7 at a speed no human team
can match, SPINA is the only answer that scales. Every recorded attack, every shared
strategy, every node immunized in real time. The attacking Al becomes the teacher of the

defensive Al. The strategy space shrinks. Convergence accelerates.

Humanity does not need yet another cybersecurity solution. It needs a

for digital infrastructure. SPINA is that system.

For Knowledge

The law reveals that knowledge is not a tool — it is the . At the
quantum level, information precedes matter. At the biological level, self-knowledge enables
survival. At the digital level, the baseline immunizes the network. At the cognitive level,

integrated information becomes consciousness.

The universe is not made of matter that thinks. The universe is made of knowledge taking
form. Information structuring itself. Code executing. What we describe is observable,

measurable, and reproducible.

9. Limits and Non-Claims



The Law is verified independently at four
scales by four distinct disciplines. We show convergence — isomorphism — but we do not
claim to have mathematically derived all four levels from a single formalism. This work is
ongoing.

The citations of Landauer, Wheeler, Chiribella, and Zurek are
accurate within their domain, but we mobilize them as anchors, not as direct proofs of the
Law at the digital scale. The physicist reader will find the full demonstrations in the original
papers.

The section on Information and Intention uses vocabulary that may
evoke religious traditions. That is not our intention. We speak of the substrate as an inform-
ational principle — the same as Wheeler, the same as Deutsch. The reader is free to

interpret, but the paper stands without any religious reading.

Others may exist, will

exist. The Law is open source. The implementation as well.

8. Conclusion

Every civilization that has strayed from the law has collapsed. Ours is no different — but we
have a chance they did not. We can the law now. Physics has demonstrated it. Biology
has confirmed it. Information theory has formalized it.
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